
Zscaler Digital Transformation Administrator

Identity Services 4%
SAML, SCIM- ZIA + ZPA

Basic Connectivity 20%
Connecting to Zscaler’s Zero Trust Exchange
Zscaler Client Connector
Ztunnel 2.0 and ZPA
PAC Files for ZCC
Entitlement
Best Practice
Tunnel Modes- UCAAS Bypasses (Teams/Zoom)
App Connectors
Connector Groups and Server Group mappings
Browser Access & Privileged Remove Access
Third-Party Contractor Access
ZPA Only with ZCC- Entitlement & Profile configuration
Isolation with Browser Based Access

Platform Services 15%
Zscaler’s Platform Services Suite
Device Posture
TLS Inspection
Policy Framework
Analytics & Reporting

Zscaler Digital Experience 10%
ZDX Features & Functionality
ZDX Use Cases
Zscaler Digital Experience Configurations
Monitoring Digital Experience
ZDX Console Walkthrough
Troubleshooting User Experience with ZDX

Access Control 15%
Zscaler’s Access Control Services Suite
Firewall
URL Filtering
Bandwidth Control
M365



Segmentation & Condition Access through Policies

Cyber Security Services 20%
Zscaler’s Cybersecurity Services Suite
Advanced Threat Protection
Antivirus/Malware Protection
Detection & Response

Basic Data Protection Services 16%
What Zscaler Data Protection
Protecting Data in Motion
Inline Data Protection
Data Loss Prevention
Protecting Data at Rest
Out of Band Data Protection & SSPM
Incident Management Capabilities


